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Abstract

Due to the invigorating of online activities, the number of the exposures of personal information is increasing each
year, and the encryption technology is required to be improved every day. Interest in cryptography for the private
field started in the 1970s, and DES, AES,
complexity of these algorithms was considered to be very high, it turned out to be surprisingly easy to crack in the

and other cryptographic standards were developed. Although the

case of DES. Moreover, the safety of AES or SEED cannot be sustained. In this paper, we proposed a box
algorithm as a Korean cryptographic algorithm and analyzed key length, complexity, and CPU time of the suggested
algorithm. The box algorithm has a disadvantage in that the complexity is slightly smaller compared to the key
length and the length of the ciphertext increases compared to the original text. Compared to other algorithms,
however, it is easy to control the length of a key, which can increase the complexity to the desired level, and the
ciphertexts are not unique. We analyzed the efficiency of the algorithm based on the key length, complexity, and
CPU time and found an optimized value for the special cases.
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* step 1. Select £k—1 bound positions for % regions

* step 2. Sort the bound positions to decide the
range of k regions

* step 3. Select a number to decide the number of
the last region, and subtract 1 to the number of
regions less than or equal to the last number.

* step 4. Choose a number randomly in a region,
then the number is the cipher message and the

regional number is the original message.
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the selected minmber are substracted by 1. (1,2, ..., 8 are changeed to 0,1,...,.7 for this example)
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| Matrix Formed Binary Data | | Row Permutation J l
s EE s [ B3 + =iE 7 [ 2
7] o ol 1 ol R iAo 3 000 0 10 10 3 1
2111 00 1 0 0 I 0/o001 1@ 1 1 0 VR |
F 0 0 0O 0O 1 0 1 0 B 1 (o 1 o1 1o & 1
% 1. 01 101 1 0 2111 oo 1 00 2 o
511 000 1 1 1 Z/o10 1 0 0 1 1 7 1
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Fig. 2. Examples to show the message conversion to a binary form and row/column permutation
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