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Abstract

Recently various mobile devices have been utilized actively and they provide new experiences to users. However,
there are concerns regarding the invasion of users’ privacy in mobile environments, and the risk is very high due to
the high portability and the continuous usage of mobile devices and the complexity of mobile ecosystem. This kind
of concerns should be resolved in order to expand and improve the mobile market. In this paper, major security
threats against mobile privacy, previous security policies, and current mobile security techniques are analyzed.
Moreover, we present a mobile privacy protection system which enables mobile users to configure their privacy

policy flexibly and enforces the policy.
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Device: eth@

NET : 192.168.65.0
MASK : 255.255.255.8
1
file upload!!

method = POST

received packet size: 1514

recieved time: 1347513838

src ip = 192.168.65.129

dst ip = 203.249.22.233

src port = 54123

dst port = 88

url = /attach?progressid=5950002f-e60e-472d-add3-efbb7d3d4588
host = islab.kyonggi.ac.kr

referer = http://islab.kyonggi.ac.kr/Wiki.jsp?page=RecentChanges
content-length = 12948

L
file upload!!

method = POST

received packet size: 386

recieved time: 1347514190

src ip = 192.168.65.129

dst ip = 175.158.3.76

src port = 53929

dst port = 88

url = fa.out

host = ndrive2.naver.com

referer = http://ndrive.naver.com/flash/NDrive FileUploader.swf?28126913-1359
content-length = 15976

O 5 o 2 24X 23 o
Fig. 5. An example log of detecting file upload
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